
WORK FROM HOME SECURELY
CHECKLIST

Remote Access 
Are employees connecting to a VPN in order to access the company network?
Are employees connecting directly to company devices on the network?
Are you using multifactor authentication (MFA)?

Home / Remote Network
Are your employees connecting to a secure Wi-Fi network?
Have you deployed additional measures to protect the home network against 
cyber threats?
Are you meeting all regulatory requirements, if applicable?

End-User Devices
Are employee-owned devices allowed to connect to the company network?
Are all devices, company or employee-owned, encrypted?
Are devices that are connected ONLY being used for work purposes?
Is antivirus and malware protection deployed on all devices connecting to the 
company network?

Insurance
Does your insurance cover a work from home environment?

Governance
Do you have Cybersecurity Awareness training for your employees?
Do you have procedures in place for working from home?
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Don’t let remote workers be a weakness, make them a strength. Contact us to learn more about how SWK 
can keep your business up and running.

Protect your business from cyber threats. Ensure your employees 
are working securely with our checklist.


